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Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upon
in making purchasing decisions. The development, release, and timing of any features or
functionality described for Oracle’s products remains at the sole discretion of Oracle.
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New Model for IT Support

Oracle Platinum Services
1. My Oracle Support

2. ASR & Rapid SR » Monitored for You
3. EM Ops Center + Updated for You
+ Extreme Value for You

Oracle Premier Support
= |ntegrated

= Proactive : =

iti . Effici ENGINEERED
Tradl,tzlonal :'I:jl Support Efficient ENGINEERED
« Fragmente A ! .
« Reactive aX' S
= Costly
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Program Agenda

E» STB - Services Tools Bundle
PP Proactive Analysis Center (OSSA)
. E) ASR : Automated Service Request
B> OPS Center
P Platinum Service

I Questions
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Oracle Services Tools Bundle

t Oracle Explorer Data Collector

r Oracle Remote Diagnostic Agent

r Oracle Serial Number in EEPROM (SNEEP)
it Oracle Automatic Crash Dump Tool (ACT)
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Oracle Service Tools Bundle — What is it?
Features

¥ Self-extracting tool — available for Solaris and Solaris x86 release 8
onwards

» EXxplorer — series of shell scripts that gather system configuration,
snapshot, and current state

¥ RDA - captures comprehensive snapshot of environment
for support (MacOS, UNIX, VMS, and Windows)

¥ SNEEP - Easy serial number identification

¥ ACT — Crash dump analysis tool
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Oracle Service Tools Bundle — Value

¢ Bundled tools provide foundation for proactive and
reactive support from Oracle

¥ Only configuration data is captured and sent to Oracle as per customer
configurations (monthly, quarterly, etc)

¥ Enables customer to use Risk Assessment / Proactive capabilities
(OSSA)

¥ Enables fully qualified Service Requests to be created (all data needed
to assist in problem identification) ... faster problem resolution
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Oracle Proactive Analysis Center
Oracle Sun System Analysis(OSSA)

Accessible via My Oracle Support — Proactive Hardware Services Tab
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Oracle Proactive Analysis Center — What is it?

Oracle Proactive Analysis Center is a set of reports and content based on the output of
the explorer files sent to Oracle.

Easy to access tabbed format

* Home Page —Summary of Assets,
Collected Data, Alerts and ORI

" The reports shows the impact of risk
and known issues over your entire
supported network of systems.

ORACLE

Copyright © 2014, Oracle and/or its affiliates. All rights reserved. |



Accessing the Proactive Analysis Center

& Logged in as Your emall address

Welcome Your emall address (Logout)

ORA&_E'
—————————————————————

Home MSE‘E m HH“ Fﬂﬂlﬁ

Proactive Dashboard
Proacive Dashboard Summary Page
O O
Ascels Lisled 1 Solaris Alerts applicable to
Assets with Explorer data -
Explorers in Oracle database 1 Hosts Analysed 1
Explorers less than 1 manth old Besl System ORI 10
Explorers more than 1 month old Worst System ORI 10
Awverage ORI for all hosts 10
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Accessing the Reports
ORACLE

Home  Assets Explorer RIS Patches

ORI | Solaris Alerts | Faults | Messages | Sys FW | HBA | Disk FW

Sun Alert 1359338.1 Summary 0 o

Sunalert: 13593381

Date: [
Category: Availability

Severity:

Sun Fire X4170M4270/X4275 May Panic with
\"pcieb-4: PCI(-X) Express Fatal Error. (Ox101\"

ops-release2-1-chi.ops.sfdc net 2314201 2012-07-07

Synopsis:
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. Rules That May Cause Outages

Cause Outage - The following issues can cause unplanned outages

Rule Descrip

Sec Patches 118777-14 Conclusive CVE-2010-2386 7 20% 51.6
SecPatches 12054319 Conclusive CVE-2009-1891 7 T0% 0.0
Sun Alert 1386106.1 Conclusive Solaris Systems May PANIC Due to Race Condition in SCSI Framework Module 7 30% 83.7
Sun Alert 385968 T Solaris 10 'Disk In-Use’ Check Failure May Allow Two Cluster Nodes to be Configured to . 30% 537

ze the Same Disk

Security Vulnerabilities in Solaris IP(7P) Module and STREAMS Framework May Lead to a

Sun Alert 1 Conclusive ) s 7 . 50.2
L 10207061 Concus Denial of Senice (DoS) Condition o ;
A Security Vulnerability in the Solaris SCTP Packet Processing may Lead to a System =
Panic Resulting in a Denial of Service (DoS) ;
Security Vulnerability in the Solans sendfile(3EXT) and sendfilew(3EXT) Extended Library - -
i A jgzﬂ Ej ™ ~ a v L : 0O 0 'l E
Sun Alert 4451 Conclusive Functions may Resultin a Denial of Service (DoS) Condition due to a System Panic - 30% 60

d ays

Sun Alert 10201751 Conclusive 10% 502

Two Race Condition Vulnerabilities in the Solaris Event Port APl May Allow Local Users to

Sun Alert 4 Conclusive . . . . . ] 0% 8.0
o 10209421 Conclusive Panic the System, Causing a Denial of Service (DoS) - 20%
. Solaris 10 Kernel Patches 127111-08 and 127112-08 May Cause a System Panic From . i
SunAlert 10196181 Conclusive °° _ . “ S 30% 60.1
p_wput_iocti()
Sys . - . S — = —
: WA Conc V \ v Syste Ware 9 4 58
Firmware MIA onclusive Downrev System Firmware 25% 65.8
A Race Condition in Internet Routing Entries (IRE) Insertion on Solaris 10 and Solaris 11 - S——
Sun Aleri 14872701 Conclusive = ) X 9 30% 67.2

Systems May Cause IRE Chain Corruption, And Possibly Lead to a System Panic

A Race Condition in Solaris 10 and 11 May Cause a NULL Pointer Dereference in . .
Sun A 14804121 Conclusive ; 9 30% 67.2
Sun Alent 4 onclusive vmu_calculate_proc Leading to a System Panic - 7
e e o Under Severe Memory Stress, Solaris 10/11 Systems Might Panic in TCP Mode (Port to - ~
Sun Alert 1470576.1 Conclusive Port Conneclion) i 10% 64,3

Security Vulnerability in Solaris pollwakeup(9F) May Allow an Unprivileged User to Panic

A FAne ; g 84 55
Sun Alert 1020811.1 Conclusive the System g 100% 855
Security Vulnerability in Sola ollwak ( privileged User C § _
sun Alert 10208111 Conclusive - ':'l'l_\rlty_ ulnerability in Solars pollwakeup(9F) May Allow an Unprivileged User to Pani z 100% 95 =
— = the System
Sun Alert 10207981 Conclusive Multiple Security Vulnerabilities in libtiff(3) Handling of CODE_CLEAR Code 1 10% 9.9 Medium
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Operational Risk

Operational Risk Index (ORI), is an indicator of a system's level of risk. This is calculated on the number and
criticality of known issues that are identified as affecting a system. Generally, an ORI score below 130 is
considered to be good, between 130 and 300 to be moderate risk, and above 300 to be high risk.

Based on the latest Explorer data we hold, the current status of systems at DGA is shown the the following
table.

Syskem T Critical High Medium Low ORI
Y ype

psishhp403 Sun Fire E2200 64 30 68 26 1020
psishhp404 Sun Fire E2900 64 30 67 26 1017
psishhp203 Sun SPARC Enterprise T5220 61 29 67 22 978
psishhp402 Sun Fire T2000 41 14 39 19 616
psishhp401 Sun Fire T2000 34 13 30 19 514
psisitp200 Sun Fire T2000 34 13 30 18 513
psisitp201 Sun Fire T2000 34 13 30 18 513
psishhp400 Sun Fire T2000 32 15 32 18 509
psishhp500 Sun Fire T2000 32 12 29 18 485
psisgesf0nd Sun SPARC Enterprise T5220 23 7 20 5 330
psisip800 Sun SPARC Enterprise T5220 22 7 22 -+ 325
psishhp201 Sun Fire T2000 22 5 23 & 320
psishhp202 Sun Fire T2000 22 5 23 6 320
psisbdp401 Sun Fire E2300 22 7 19 4 316
psisbdp400 Sun Fire E2900 22 7 19 -+ 316
psisitioM Sun Fire T2000 21 6 22 6 2
psisbdp201 Sun Fire E2900 21 7 19 - 306
psisbdp200 Sun Fire E2300 21 7 19 -+ 306
psisip002 Sun Fire T2000 21 5 22 5 306
psisges400 Sun Fire V240 21 7 18 2 301
psisges700 Sun Fire V245 21 6 19 3
psishhp002 Sun Fire V480 20 B 19 3
psisges&nl Sun Fire V240 22 6 16 2
psisges&00 Sun Fire V245 21 6 19 2
psisges300 Sun Fire V240 21 7 17 3
psiswep901 Sun SPARC Enterprise T5220 20 7 19 5
psisbdpS01 Sun SPARC Enterprise M4000 20 7 19 5
psisbdp800 Sun SPARC Enterprise M4000 20 7 19 5
psisbdp051 Sun Fire E2300 20 7 19 -+
psisbdp050 Sun Fire E2900 20 7 19 4
psiswep201 Sun Fire T2000 20 7 17 5
psisges200 Sun Fire V240 21 6 16 3

psisipo01 Sun SPARC Enterprise T6220 20 7 17 4
psishhp800 Sun SPARC Enterprise T5220 20 7 17 4
psiswep200 Sun Fire T2000 20 7 17 4
psisgessl Sun Fire V240 21 6 16 2

ORACLE’

Test Results Summary

Boot Device and OBP settings

Primary Boot Devices PASS
Alternate Boot Devices PASS
Diagnostic Devices FAIL
Watchdog Reboot PASS
Console Settings PASS
Boot Device Mirroring FAIL
0S Configuration Settings

/efc/system Settings PASS
Mdew/null Configuration PASS
Storage Driver Settings PASS
Volume Manager Replicas PASS
Volume Configuration PASS
Volume Manager Mirmor Configuration FAIL
Veritas Licence Keys PASS
Corzadm Configuration PASS
Dump Space on Underlying Volume Davices FAIL
Filesystem Logging PASS
Filesystem Capacity FAIL
Redundant Power Supply

Power Supply Configuration PASS
SunFire V480/8801280 Specific.

OBP Settings PASS
SunFire 12KN5K20K/25K Specific

Internal Metwork Configuration PASS
Split Expander PASS

Copyright © 2014, Oracle and/or its affiliates. All rights reserved. |

14



Oracle Auto Service Request (ASR)

r  Automatically creates Service
Requests for known issues

r  One-way transfer of fault information
to Oracle — No security risks

ORACLE’
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What is ASR?

A secure, scalable, customer-
installable software solution that
automatically generates a Service
Request for specific hardware faults.

ORACLE
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How does Oracle Auto Service Request (ASR) work?

Replacement

part dispatched 2

Part replaced Sy

ORACLE ORACLE FIELD FIELD/CUSTOMER ORACLE SUPPORT
HARDWARE ENGINEER/CUSTOMER REPLACEABLE UNIT ENGINEER
\ \
Service Request
notification Service Request Service Request
SNMP trap notification email handling prioritized
u< and routed to
\;/ Support Engineer
CUSTOMER’S
MONITORING TOOL > >
Product sends fault O
event to ASR Manager ASR MANAGER ASR MY ORACLE
or OpsCenter or OpsCenter INFRASTRUCTURE SUPPORT
Customer Datacenter Oracle Support Services

Copyright © 2014, Oracle and/or its affiliates. All rights reserved. |
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The ASR network

Tape library

ORACLE

VOP/SDP2

ASR
MANAGER

An ASR Manager can serve as a relay for
VOP, other ASR Managers and for Solaris

11 ASR assets, sharing a common
network connection to Oracle.

ASR FIREWALL INTERNET ASR
MANAGER INFRASTRUCTURE
RELAY AT ORACLE

Copyright © 2014, Oracle and/or its affiliates. All rights reserved. |
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Managing ASR Assets

E My Oracle Support | Settings: Perso... | -

DRAC I—-E= MY ORACLE SUFPORT

Welcome, Mriam | Corcact s | Sign ot |

ORACLE’

Create SR

Serial Mumber

_onkack Mam:z
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Dashboard  Knowledge | Serwice Requests | Patches & Updates | @ Communicy | Cartfications | Settings | More... = U7 Favariter = | [B] = |Sewchknowledge Bae _I;
0 &l Setings: Personal and Administration Last refreshed 2 hours, 51 minutes
Sekiings Beeake
1715094F |« Asset Manie b
Personal 1 L ) L
I Serial Marmber zset MHarne Product Mame Host Hame Support Idertifier Contact Mamne AZR Siabus 1
Petrscnalzation ? F
Accounk & F"'i"."iligES Coresz SP410 Family coresZ-arl Carl @ Active
nayne ; - SFYWZIS, 11,16, W ayme 62 acive
Haok Tapics E-Mail ——
Ha1on MIizxz2zl,.. Jazon I@ Acive
mervice Eequest Frofiles HHOD 2252 dx ... ASR-fusel2 Angelo eg Active
©n Demand Environments Wiayna SRVZIE, 1x1.5,16...  urknown W ayna () Active - Mo Haarlbast
Adminizkrative SE TSzz0 BASE 6., '.‘_:r'—_; Pending
Pending 45R Adtivations SE TS120 BASE 6., (5 Pending
Pending [lser Requests He2d0; LaI2ATHE, . k_:ll:,' Panding
H2ZF0; 15540, 3x ., (O pendi
SUppOFL [Ds & Frivieges I'“‘:" Enena
SEVSI0 A@U00 M. .. 5 Panding
Audit —
ZH0R [20 1.2GHz {0 5 Pending
Manage Usars SE TO120 2R 1.2, '\E" Pending
Assets FITELZ04CR 1.2... urknown (5 Pending
Manage Desckivated Systems & Targets SEV210,1GHz 5., g:|l:,- Pending
Cuskom System Propertiss ¥ Show Asses Detais For
Fewvert
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Enterprise Manager Ops Center and ASR

Easily implement ASR for assets managed by Ops Center

¥ Enable ASR for all assets managed by Ops Center

(with one click)

¥ Fault event telemetry sources automatically configured

¥ Ops Center assigns ASR Contacts and completes My

Oracle Support activation

ORACLE’

»» | Actions

~+| Operate

Change HTTP Proxy
Add Product Alias

[ = o8

Unconfigure

44 Edit Energy Cost

&

http://www.oracle.com/technetwork/oem/ops-center

Copyright © 2014, Oracle and/or its affiliates. All rights reserved. |
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.i/ Edit ASR Contact Information

H Ops Center Downloads

5B Upgrade Enterprise Controller
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Foundation of EM Ops Center

Integration of Key Lifecycle Management Functions

Point products, scripts, ORACLE
manual processes ENTERPRISE MANAGER

= Discover
Provision

ORACLE
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Oracle Enterprlse Manager Ops Center

ORACLE

ENTERPRISE MANAGER

ORACLE’

dnagemeil

12"”

Nt for Oracle Hardware, OS & Virtualization

*Datacenter Discovery

*Virtualization Management

* Oracle VM for x86/SPARC, Zones,
Containers

»Configuration Management

* Patch OS, Update Firmware,
Configuration Compliance and Reporting

*Operating System Analytics
*Maintainence

* Health Checks, Remote Management,
Phone Home

Copyright © 2014, Oracle and/or its affiliates. All rights reserved. |
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Scalable and Secure Architecture

ORACLE

Third-party Enterprise

Virtual Appliance Software Updates
Management Tools Library and Knowledge Base

Security Zone

Security Zone

Ops Center Third-party Patch
Proxy Controller Management Tool Proxy Controller

Security Zone

Ops Center , Ops Center
Virtual Controller Virtual Controller

Oracle VM Oracle Solaris
Containers

Copyright © 2014, Oracle and/or its affiliates. All rights reserved. |
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Why customers should utilize these tools

r Enables customer to be proactive
and reduce unplanned down time

r Faster resolution times for Service
Requests

ORACLE’
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Fault Monitoring

. Oracle Platinumps=a'ile-1=

| _H-H-{% T

Certified Configurations on

Oracle Engineered Systems Diagnose & Restore

ORACLE
PREMIER SUPPORT

Update & Patch Deployment

NO ADDITIONAL COST

ORACLE’
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Platinum Services — Key Features and Benefits

Features ELE S

Fastest identification, notification and

24x7 Fault monitoring restoration of issues

Fault Event filtering and qualification Focus on critical events
Monitoring | Reporting on event management Full visibility into faults detected by Oracle
A single global knowledge base, tool set and client portal Leverage Oracle’s deep IP of your system

24/7 Response Times:

* 5-min fault notification Highest level of response with the fastest

Respond ¢ 15-min restoration or escalation to development path to issue restore
and ¢ 30-min joint debugging
Restore Escalati d hotli ith dedi d lati
scalation process and hotline with dedicated escalation Expert support staff available 24x7
managers
Proactive identification of best practice
Ubdate and Assess and Analyze — produce quarterly patch plan configuration for optimal performance
Patch Plan and Deploy - Proactively plan and deploy recommended Minimize business disruption and ensure

patches every quarter across all system & software components | systems performance

ORACLE’
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ORACLE

num Architecture Overview
h

Monitoring : Oracle Support
Framework

Dispatcher

ASR Manager

Secure OCCN . . ACS
24x7 Support
Center

Oracle Gateway ' :

OEM: Oracle Enterprise Manager OCCN: Oracle Continuous Connected Network
ASR: Automatic Service Request MOS: My Oracle Support

OASM: Oracle Automated Service Manager OCM: Oracle Configuration Manager

ACS: Advanced Customer Services CCR: Customer Configuration Repository

Copyright © 2014, Oracle and/or its affiliates. All rights reserved. |
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Hardware and Software

Engineered to Work Together

ORACLE’



