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Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upon
in making purchasing decisions. The development, release, and timing of any features or
functionality described for Oracle’s products remains at the sole discretion of Oracle.

ORACLE
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Program

ORACLE

Agenda

E» A Little History Lesson
E» Framework

E) Middleware

) Database

I Just Plain Cool
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Program Agenda with Highlight

E» A Little History Lesson

ORACLE
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Enterprise Manager History

» Web Browser Option
» Intelligent Agent

» Configuration to use with
Dial-up

ORACLE
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Enterprise Manager History

* |ntroduction of SYSMAN
» All about Grid Control

ORACLE

Erferprbahdns g

* Management Agent
* OPMNCTL and EMCTL

ORACLE

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. | Oracle Confidential — Internal/Restricted/Highly Restricted 7



Enterprise Manager History

SQL Monitor, nuff said!
Extended Metrics

ORACLE

Erferprbahdns g

Provisioning and Lifecycle

VM Management

ORACLE

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. | Oracle Confidential — Internal/Restricted/Highly Restricted 8



Enterprise Manager History

* Cloud Control

» Everything as a Service

ORACLE

Enterprdaiiansg

» Real Application Testing

ORACLE 12:7
EMTERPRIZE MARLIER
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Enterprise Manager History

E'_'.ﬂ?.-ﬁ.c LE

ERTERMAISE MARAGTR

Enterprise Manager Cloud Contral 12¢ Releass

s
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Enterprise Manager 12c

* Enterprise level monitoring and management.

* Full Cloud Control with chargeback capabilities.

* Provisioning and life cycle management.
* Self Service portal to support XaaS.
* Middleware and Application management

* Command Line Power

ORACLE
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Requirements for Enterprise Manager 9.2.0.2
* Available Hard Disk Space ¢ Available Hard Disk Space ¢ Available Hard Disk Space

135 MB 135 MB 135 MB
* Pentium 166 MHz e SPARC 20 166 MHz or * Pentium 266 MHz
. 128 MB RAM SPARC Ultra 1 266 MHz . 256 MB RAM
e 128 MB RAM

ORACLE
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Requirements for Enterprise Manager 12c¢

Environment

SMALL MEDIUM LARGE
<1000 Targets <10,000 Targets >10,000 Targets
<100 Agents <1000 Agents >1000 Agents

<10 Concurrent Users

<25 Concurrent Users

>25 Concurrent Users

OMS Machine(s)

2 CPU, 8GB memory

4 CPU, 8Gb memory

DB or RAC RAC 2+ Nodes RAC
Repository 2 Dual Core CPU, 4 Dual Core CPU, 8 Dual Core CPU,

8Gb memory 8Gb memory 16Gb memory

2 OMS 2 OMS 2+ OMS

8 CPU, 16 GB memory

ORACLE
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Program Agenda with Highlight

E» Framework

ORACLE
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Security Console

Security Console * Ability to review Enterprise
Manager Security
B, oy * Not a traditional “Console”
S @ * Information about best practices
» Pluggable Authentication
*: Preamaned s Cntion » Violation to best practices

* Secure Communication

» Credentials Management

* Comprehensive Auditing

#* Active User Session Count
» Best Practices Analysis

* Links to corrective steps

ORACLE
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Secure Communication Page

A Secure Communication

Cverview  Current Configuration

| Agent Certificate Details
The following table shows secured agents along with their certificate details.
View % a; Detach

Agent Name CAID Distinguished MName Algorithm Strength Valid From Valid To Issuer Secure Time
1. 13871 1.en=10. sha512 1024 Jun 5, 2014 Jun 2, 2024 CN= us.o... Jun 5, 2014 11:10:01
.us.oracle, com: 3872 1= .us.orade, com sha512 1024 Jun 3, 2014 May 31, 2024 CN= us.o... Jun 3, 2014 16:39:32
us.orace.com: 1833 1 m= us.orade,com sha512 1024 Jun 10, 2014 Jun 7, 2024 CN= us.o... Jum 10, 2014 10:31:05
.us.oracle, com: 1831 Tim= _ us.oracle, com sha512 1024 Jun 10, 2014 Jun 7, 2024 ChN= us.o... Jun 10, 2014 10:31:13
Fow Count 4

Murmber of Unsecured Agents 0
Mo of Expired Registration Passwords 0

| Certificate Authority Details
This Enterprise Manager installation is configured with the following Certificate Authorities,

View = ﬂ Detach
Iﬁr

CalID Active Distinguished Mame Algorithm Strength  Valid From Yalid To Creation Time
1 Yes CM= _.us.orade.com,... SHAS12y 1024 Jun 2, 2014 May 31, 2024 CH= ius.oracle.com,... Jun 3, 2014 16:30:50
Columns Hidden 3 Row Count 1

R c L]
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Securing EM12c

* Do NOT log in at SYSMAN, create individual accounts.
* Use the MGMT_ADMIN_USER_PROFILE in 12c .
 Create privileges and roles for accessing EM12c.

* Create Global Named Credentials to hinder risks.

* Aggregate target privileges offer granule control of access.

ORACLE
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Private Roles

* Roles that can be granted by one EM User to another EM User to manage

— Jobs
— Templates
— Targets tasks

* Allows Named Credential to be granted to a Role

* Creation can be done via the Console or the EM CLI, but only
“WITH_ADMIN” option required to create a private role can be done
through EM CLI GRANT _PRIVS verb call.

ORACLE
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Credential Enhancements

* Assign credentials by default to a target, (no more logging in by user and
creating new credentials or unsecure credentials.)

* Targets credentials that are default for a specific target that will be used by
users granted access to the target.

* SSH credentials as Preferred Credentials

— Supported in earlier versions, but required manual edlts to emd properties and
sudoers file T

— Now one just needs to update sudoers file

ORACLE
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Ul Enhancement

* Simple management via the

reCurity & Selact Named Credential x
console.
":D [ww Credentid @0 Hamed [ Maw
Marmed ¢ mscciation comg .
radentaltams  ssicae0 [5) * EM CLI verb if global
iraferred Credentials » Host Credetial Detals Alrinute Vakis H M
Host Preferred Credentials ucame aubyos allocation desired.
This page isb prefermed credential pred EH Privabs Key sEEEEE
"Global Preferencer” woer mesds certair S5 Puble Ky iahecss AAAARENERCLE., .,
found. we ssarch for the trget tepe [ Moire Dlekals
My Preferences Gobal Preferencs
To sl praserred crecertish, cick "5 Sxw Eancel
e emncil create_credandil_set verb to
T
Dalault Preferred Credentials
¥ e e B turgets that de not have credectials el in the Target Creclerdial bl betow,
Target Usernama  Credential Maros Crodential O
rabyrre SSHCRED AMCCOLLUL
ame CS_ALL SEAMBOREL
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Global Preferred Credentials

e Convenient System Wide Credentials

* Privileged Administrator can set Preferred Credentials for ALL users

— For a specific Target
— For a Target Type

e Efficient allocation of common Accounts
— Aid in new hire on-boarding
— User Scope Preferred Credentials
— System Scope Preferred Credentials

ORACLE
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The Repository Page

Repository

Top 25 Metric Data Loading Target Types In Last 30 Days

2, <800K
AN @ Fusion J2EE App... O Oracle Home
b @ Fusion Cluster ... Fluggable Datab. ..
1,B00K u
= @ Database Instan... @ Orage Weblogi...
E 1, 500K @ Orace Weblogi... @ Apache Tomcat
@ Application Dep... @ Crade HTTP Ser...
E 1, 200K @ Orade Exadata ... @ S0A Infrastruct...
[ - @ Host @ Agent
S 900K @ Orade Infinban... @ SOA Composite
™ @ Fusion Instance @ User Messaging...
- BO0K @ Orade Service B... @ Cluster ASM
S Cluster @ Orade Virtual 5...
00K @ Cluster Database @ Oracle Engineer...
@ Orade Engineer...
0K
-300K
50K 350K 450K

Metrics Schema

Number Of Collections

e Configuration Validation

e Monitor and configure EM housekeeping tasks

* Deep Insight and visualization of collected metrics

* |dentify space hogs and control schema retention policies

ORACLE
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Enterprise Manager Page Performance

Page Performance
Tiybemen bt Ol

Cwverview  Page Level Performance  Perfoemance Correlafion

4 Page Acceises and Sestion 4 Currenl Page Accesses and Sessions Distribuolion across S
105
90
EH] LE
L]
Ert o
a5 [=2
X
15
g
L300 P kel 00 100 A
g aweh 014 0
Page Accesses (per 10 min)
W Page dccmoes fer 10me)  EHTTP Sessorm I clidcta s, orache. comc SRS Marageme, e Sctn . oracle, comc 8BRS Manage=e, .,
7abie e skl i oracks. ooms SB35 _Managem. ., oo s, ov e, comoSBES_Manapes. ..
4 Page Processing Time | (S mnd Repository Detads
Orverall statistics Page Processing Time scross D80S for last 24 hours
]
Frooessng Time Page Processng
] 3 Mame o g Pr e Priodi
:] -;-hwurﬁmr e ik (i) ik b GBS
] mﬁ:'.ﬂa Sl s, orade, com: -85 _Mansgsmend ' 141
& el ol o acie, com 4R Manacemend ‘.‘ 1.00
2 Page Processng
o B Tes

_________________________ Rasseeiivery [ger S S -

* Load and processing metrics shown for overall page
performance and individual page performance

* Breakdown by time spent in Repository, OMS and
Browser/Network

e Diagnostics report for pages taking >30 seconds to load
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Improved Target Deployment

* Windows customers- PSEXEC built in!

— No more CYGWIN installations! ©

— Simpler deployment
e Still recommend silent deploys or EM CLI scripts.

ORACLE
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Enhanced Plug-in Deployment

Enterprise Manager Cloud Control 12¢

Plug-ins
Deploy Plug-ins on Management Servers: Plug-ins Back Step1of5| Mext | | Gancel
o Add.. 3 Remove
Version Use Last Successiul
Name Downltime Required .
Latest Avalable Currently Deployed To Deploy Prerequisite
|| &} ieu DB2 Database 121.0.20 None 12.1.0.20 =
lﬂ Microsoft IS 12.1.020 Hons 12.1.0.2.0 j
@} Oracle Utiities 12.1.0.2.0 MNone 12.1.03.0 i |
& Oracle VDI 121.020 None 12.1.0.2.0 | v
lﬂ Oracle ZFS Siorage Appliances 12.1.0.4.0 None 12.1.040 _'_}
-
|BM DEZ2 Dalabase
Target Types What's New In 12.1.0.2.0
Supported Target Versions
Mame Plug-in Version on Management IBM DB2 Database Plugin for monitoring DB2 databases from Enterpr
-in Version - 12.1.0.2.0
L s B0 Server - None oo e
bm_db? datsbase B.2.0.0.0 a i | 2]
Readme
The Oracle Managesent Plug-in for IBM DB2 Database extends Orads
managing IBM DB2 Database instances including: monitering of DH.
[T o 12

ORACLE"

New Plug-in Deployment Wizard
allows multiple Plug-ins to be
deployed to the OMS in a single
deployment session

Identifies Plug-ins that require an
OMS restart



Enhanced Threshold Management

# slcOdksx.us.oracle.com @

j] Host = Page Refreshed Mar 26, 2014 10:29:23 PM GMT c,

Advanced Threshold Managemant > Analyze thrashokds
Falowmng settings are present in the target.
Setting Type Moving window
Accumubted traling data Traling 7 days
Saved Threshold Change Freguency By Day and Night

Showing charts for Threshold | By weekdays and Weekend * | | Sawe
Change Fraguency

CPU Utilization (%) (Last 7 Days)

o Threshold - Significance Level

33 |“1 i T8 . based on
30 Pt dicel skl "Waming 95 Parcentle ¥
20 Leve
10 L R T R T —— — = " Crtical 99 Percentie ¥
(/] L)l.q

21 2 y

“March 2014 20 3 24 5 26
B CPU Utization (3%) Waming Critica Praview Save

- Flexible, adaptive thresholds for more accurate alerting

« Time-based Static Thresholds: Auto adjust static thresholds based on workload changes
- Adaptive Thresholds: Auto calculate thresholds to alert when target deviates from expected baseline behavior
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Program Agenda with Highlight

E» Everything as a Service

ORACLE
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Impressive New Self-Service Portal

Infrastructure Cloud Self Service Portal
Sclect a Service Type

Manage Infrastructure - Orade Vi [= |
| Sample Services
[ Infrastructure - Oracke Vi
| Databases
Middieware
IV Deagnostics

10 Last Regquested Servers
7 Days Action = WView ~ (] Request Servers...
7Days2 MName
=lc0 1zgd.us. oracle.com

L‘:‘\ slcO 1zge.us.orade.com
adc21712378. us.orade.com
=lc0 1zgf.us. orace.com
adc2171221.us.oracle.com
slc0 17pg.us.oracle.com
ade217123233. us.orade.com
adc2170589.us.orade.com

$or to L se cumuls

1 muaking

&
8

=

ﬁn — adc2171226 . us.oracle.com
:ﬁ 100 adc2171219.us. oracle.com

e i
; 10 Latest Requests
o 200 _ ;

View - =~ Edit...
Memory: 22 GB -

SSA_USER 11 - Fri Apr 11 06:35:03 UTC 2014
SSA_USER 11 - Fri Apr 11 06:29:06 UTC 2014
SSA_USER 1L - Thu Apr 10 18:23:37 UTC 2014
SSA_USER11 - Thu Apr 10 14:12:58 UTC 2014
SSA_USER 11 - Thu Apr 10 12:10:34 UTC 2014

o 102,900

Storage (GB) 259.98 GB

o oo amn

Status Zone CPUs Memory (GE) Storage (GB)
i =28zone 1 0.50 11.62
i =28Zone 1 1.50 11.94
i zone_327 -1 0.50 1162
i s=z=zone 1 1.00 11.949
i zone_327 1 1.50 11.949
i =zszZone 1 1.50 11.94
i zone_327 1 1.00 11.949
9 zone_327 1 1.50 11.94
9 zone_327 1 0.50 14.48
i zone_327 1 1.50 13.90

Type
Assembly Deploym

Enc|

Aszembly Deploym
Assembly Deploym
Assembly Deploym Execution Error
As=embly Deploym Successfd

*SSA Portal Ul Look & Feel Changes
*Streamlined command line (emcli) support

*Adopted by SSA FW integrated services (MWaaS, DBaaS and Nimiseie)
*New framework for streamlined XaaS development in future

ORACLE"
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Database as a Service Enhancements

* No longer hindered by storage platform!
* All are supported by either a hardware or software plug-in.

* Rapid Start deployment option with response file offers simpler
deployment solution.

ORACLE
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Cloning with DNFS

= Ability to create thin databases from RMAN image copies

= Supported configurations

— Single instance databases

— ASM is not supported for this type of thin clone provisioning, €yet)
= Supported database versions

—~ 11.2.0.3-> DB12c
= Benefits

— Easy to setup without pre-requisites

— No special storage software needed

— Works on all platforms

— Instantaneous cloning with DNFS snap clone

— Create multiple clones based on one backup and consume very little space

ORACLE"




More Cloning Enhancements! ©

= Ability to create active thin clones of databases on ASM using EMC (currently VMAX
Enginuity Version: 5773 and above with Time Finder.)

= Use of Active DataGuard (ADG) standby as a master for creating snap clones
— Solves the problem of continuous replication

= Change profile attached to a service template
— Allowing an update of data without changing configuration

= ‘Live’ Full clones using RMAN duplicate
— Clones created from a live instance of database

ORACLE"



JVMD as a Service

= JDaaS is designed to enable IT orgs to allow their users to consume
JVMD functionality in a self-service manner & manage all their JVMs
within a web based portal

= SSA users can enable JVMD on their JVMs regardless of JVMs being
targets in EMCC

= To enable the cloud, all that is required is to set the Quotas.
= Quotas are set to Roles and are in terms of number of monitored JVM

= Users use this functionality by downloading an agent from the SSA an
deploying it on the desired JVM.

ORACLE"



Program Agenda with Highlight

I Database

ORACLE
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Database

Comparing Performance Periods
Comprehensive System Monitoring
Incident Rules and Management

Groups

ORACLE
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How Often Do We Ask, “What Changed?”

* It ran fine last week, now it no longer does!
* ETL loads have changed, but no one has released any new code!

* The DBA says there hasn’t been any parameter changes to this database,
but I’'m sure there have been.

* Compare ADDM Resolution

ORACLE
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What is Compare ADDM?

* Uses Two AWR snapshots

* Creates Report that-
— Compares SQL that is common and different.
— SGA changes
—10/CPU bound issues
— Parameter Changes

ORACLE
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What is in an ADDM Compare?

* Report Includes Following:
— Clear Demonstration of impact of change.
— Recommendations to address issue.
— Identifies causes behind change, (with limitations.)
— Lists Regressed SQL, too!

— Tip: If Installing to database for first time, (simple installation, nothing to concern

about, just pkg to fulfill views) you must have preferred credentials SET of install will
fail!

ORACLE
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Executing a Report from EM12c

Step 1: select a Comparison Period

Comparison

B=gin Time | Feb 12, 2014 2:07:45 | IE_.JDI
End Time | Feb 12, 2014 3:08:04 | Iﬁl

Choose focus period ;
& TIP

Choose to compare to an Offset, Step 2: Select a Base Period

Baseline or Custom
(fs=t | Preceding Pericd ¥
Bzs=linz
Baseline | SYSTEM_MOVING WINDOW ¥
a Customize
B=gin Time | Feb 13, 2014 2:08:22 | E-&'_IEZI

End Time [ Feb 13, 2014 3:08:33 | LO
@ TIP

ORACLE"



Main Screen of Comparison

2-3PM, 12" Vs, 13th

* Familiar interface with visual wait event
comparisons.

* Average # of sessions during each period are

d IS p I aye d . Compare Period ADDM Report
Overview

SQL Commonality 19%

Base Period

Distzbass

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |
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Detail Report

* High level data, highlight for analysis and recommendations.

Compare Period ADDM Report (5] save ||Eg) mai
Details = 5
l&’ Configuration [“ Finding l@ Rescurce ]
Performance Difference Change Impact|¥) Base Period Comparison Period
1 Top Missing SQLs 81 183 0|+
{L Top New SOLs 22 0 84
ﬁ Top Segments by “User 110" anc 16 Az 0z
ﬁ Temporary Teblespsce 1D 16 Az a
ﬁ Undersized Buffer Cache 15 59 21
A e . .- L]
ﬁ- Temporary Tablespace W'D 16 Az
iy Undersized Buffer Cache 15 ]
N i L AP . . .
Display: Change Impact {Absolute Walue) == | & i 4k |w] Regression 1r  |[w] Improvemsnt
Description
The PEA was inadegusted sized, causing more active sessions to do more 100 to temporary t2ble spaces.,
Impact changed from 0.42 active sessions to O active sessions by 16%

ORACLE
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Regression SQL

* Any performance degradation is noted with the down arrow icon:

Details

l&ﬂ Configuration lﬁ Finding l% Resource J

Performance Difference

Change Impact(ia)

~

Regele e

dnhZ23ddhDw3hb
S0g1dn7T08bwdg
becOOnv 38smBhwex

22qkt8fb2usfa

< Top Missing S0Ls 21
{L Top Mew SCls -
| Hide SQL Breakdowen
SQL D Change Impact|)

R R B R

ORACLE
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Top Segments Causing IO Waits

* High Level data

* Click on “Show Hot Object Breakdown” to see more detail.

ﬁ Top Segments by "User 10" anc 16 )
ﬁ Temporary Tablespace /0 16 A2
43 Undessized Buffer Cache 15 &3
A P en m
Display: Change Impact {Absclute Value) == 5_ Ua J1 m Regression i |'u_f| Improvemsnt
Description

Individuzl datzbase segments responsible for significant "User 10" and "Cluster” waits wers found.
Impact changed from 0,43 adtive sessions to 0,02 active sessions by 16%

B Hide Hot Object Breskdowm

Object Change Impact(%a) Base Period Comparison Period
1‘} DSSMGR.FT_STORE_SKU_FORECAST_WHK{TABLE FARTITI 5 A2 0
1‘} DSSMGR.FT_STORE_SKU_SSALES_MOMTH{TABLE FARTI 1 oz |
1‘} 138078_LINKNOWN 2 05 0
1‘} GLDSS.FT_ACCOUNT_UNIT_BAL_FERICD{TABLE) 0 2 0z

ORACLE
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Resource Comparisons

* Comparisons of Memory, CPU, |0 and Interconnect.

* Memory Is there Virtual paging?

o Memory Base Period

. Memory Comparison Period

Total Memory Paging Out

CPU Memory IO Interconnect
B==  No Virtual Memory Paging Comparisof  No Virtual Memory Paging
Ho=t Hame Total Phy=sical Memory
Ba. Period
dfwdssdb1.containe 258 420 EMByte OMByte

Memory Used by Oracle Database

Comparison Period Base Period

OMByte: 103,556 2MByte

Comparison Period

102,904 2MByte

ORACLE
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Dashboard Provided for CPU, Memory, |0 and Interconnect

* |Is something OTHER than Oracle the cause?

l‘gﬂ Configuraticn In Finding @ Flﬂ::urcei

CPLU Mermory Ifr Interconnact

Bz== Not CPU Bound Compariscn Not CPU Bound

Usage Breakdown on Host dfwdssdbl.containerstore.com

L1z - -
E 1
'% . Crracle
w &
Crthe

o4 II Crracke Run Cusus
=
g2 2 COrther Run Crusus
- I

o [ ]

Ezs= Comparson

ORACLE
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|O Bound Dashboard

® Base vs. comparison period
® Temp reads/writes specified
® Single block read latency

l@‘ Configuration I“ Finding I@ Rescurce I

CPU Memory IO Interconnect

Bzs= Not IO Bound Comparisen Not I/ 0 Bound

Throughput Average Data File Single Block Read Latency (ms)

(=) Total (MByte)} (_) Ratz (MEyiz/qTemp Write

200000

Data Read
160000

M o=tz wirite
120000

Redo Read
B0DDD

M redo writ=

40000 Il Temp Read

ORACLE

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |



Monitoring Templates

* Sets distinct, consistent monitoring for individual targets or groups.

e Still allows for individual metric policies and thresholds to be set
and not overridden by templates.

e Easy to maintain and can be automated to be set as “default”
template for targets/groups.

ORACLE
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Creating a Monitoring Template

Enterprise - E:' Iargeis - * E.a'.fﬂl'-l'tE - E HEtEW -

5 m

Ay d Template Collections
Monitoring ¥ Incident Manager Ctri+Shift+1 |
Job ¥ Logs [
Reports ¥ Elackouts
Configuration ’ Corrective &ctions
Compliance ¥ Metric Extensions
Provisioning and Pstching  # Maonitoring Templates
Quality Managemant ' Support Workbench
My Qracle Suppert ' Template Collections i

* Or part of administration group creation step.

ORACLE
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Monitoring Template Design

* Base Templates off Existing Targets
* Build by Target Type
* Make Templates DEFAULT for Crucial Target Types.

Pending Apphy Operations O

."-‘.ppl'yl "..l'ie-.-'.'l E-::|i't| Crasts Likel Deletel Compars _':-E'l'til'l-gil Exp::hrtl | Crasts | Set Default Templatﬁllmp:hrtl

Salact | Name W |Target Typ= |
- Gem Prod DB Inst Tmph Datsbase Instance
o Prod_DE_CLSTR_Tmpl Cluster Database
Mon_Prod_DBE_Tmph Cstzbase Instance
Cem Host_Man_Tmph Host

e
B0 Defzult Templste for = target type. This template will be applied automstically to newhy discowersed targets in Enterprise Manager.

ORACLE
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Incident Rule Sets

_E—n{ 2 seman- el e Two Default Rule Sets

»
Exctznsibility v | HC L' k ” f h f | I S
S . reate Like™ for the Default Rules Sets
roecy Settings 1
sy |« Build out New O
e ‘ I ol Build out New Ones
Job Events Motifications ] .
. ble th faul
Prowisicning and Patching 3 D I Sa e t e De a u tS
My racle Support 3 |
y make 2y changes to the A pplication Performance Managemsnt
s made to individusl targets Manage Cloud Control v |
Command Line Interface -
Management Packs ]
| Mame | Description |erd Enterprise Rule Set | Crmer | Enabizd|
[= Incident management Ruleset for 2l targahta System-generated Ruleset to create and manage incidents, 1 L Systern Generated Nc-i'i,
[= Event management Rulesst for Seif Llpdatea System-generated Ruleset for Seif Update Events 2 o Siystem Genzrated Nei
[= Incidant Managemeant Rulesst Syster-generzted Ruleset to creste and manage incidents, 3 g SYSMAN ez
[= Event Management Rulssst System-genersted Rulesst for Seif Update Events 4 w SYSMAN Yes
= Man-Prod Incident Management Rule Set System-generated Ruleset to creste and manage incidents for Non-Production Group. This has just bes.. & o SYSMAN Yes

ORACLE
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A Rule Set Can.....

* Be assigned to a Target, Target Type or a GROUP.

* Build out rule sets as complete as you need.

Targets Rules Co-authors

Select targsts to which this rule set applies. You can excluds specific targets from the scops - =.g. all datsbass targets except "MyDevDE'
iy All targets

(y All targets of types -

im Specific targets

Add | Groups ¥ | S Add 3E Remowe

| Mame | Type
Production Group
[ Excluded targets{Hone)

ORACLE
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Rules

* Think about...
— What is important to be ACTUALLY notified for?
— What is TRULY mission critical?
— What should be managed during the business day?
— More notifications are NOT better notifications
—No, NO WHITE NOISE- make every notification count.
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Defining Rules for Efficiency

* From default rule, but have eliminated all categories but Availability and
Capacity that are Critical.

* Email who is required to be notified AND

* Set the owner and the priority in the incident.

Actions =  View = Cresats... .,./’ Edit... 3£ Remowe

| Name |D§Eripﬂun |F.pp|i5 To |F-'|-::tk:|n Summary
Incident creation Rule for metric alerts. Rule to create incidants for critical metric slert events, &ll Meatric Alert events that match the following conditions: + E-Mzil ISDEA
o « E-Mail Cc ENKITEC
+ Severity is Cr_rtu:.all N . » Crastz Incidant
s  Cztegory In (Availsbilty: Capacity) & Set Cwner to SYSMAN:

+ Set Pricrity to Very High:

Autc-clear Rule for metric zlerts clder th.. Rule to autc-clear metric alert events clder than 7 days. &l Matric Alert avents If 2vent has been cpen for 7 days

+ Clear the gvent
ORACLE
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The Rest of the Categories

* Created a second rule
— Still severity has to be critical
— Covers all categories removed from original rule.
— No email notification- | want these to just create an incident.
— Sets the owner and the priority automatically.

Mstric Alert Rule Categories NoEmail This rule iz Critical Metric Alerts that no emails should be .. All Metric Alert events that match the following conditions: « Create Incident
o ¢ Set Owner to SYSMAN;
» Severity is Critical + Set Priority to Urgent;

« Category In (Business;Configuration;Diagnostics;Erm |, Clear the event
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Auto-Clear of Metric Rules

* Update how long till auto-clear

* Remove notification- no, | don’t want an email!

Actions = View = Create... " Edit.. 3§ Remove
| Mame |D§Eripﬂun |.f-'.pp|i5 To |F.-::ti::|n Summary
Incident crestion Rule for metric alerts. Ruls to creste incidants for critical metric alert events, All Matric Alert events that match the following conditions: + E-Mzil ISDEA
- « E-Mail Cc ENKITEC
» Severty is Cr.rtlcal_ - _ » Craste Incidant
« Cztegory In [ Availzbilty:Capaciy) & Set Crwner to SYSMAN:
& Set Priority to Vary High:
Autc-clear Rule for metric alerts clder th... Rule to auto-clear metric alert events clder than 7 days. all Matric Alert events If event has been open for 7 days
s Clzar the avant
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What about Warnings??

* No, there aren’t any rules set for warnings.

* | choose to use the incident manager to track warnings and pro-actively
manage from it.

* Severity Warning, creates and incident, sets the owner to SYSMAN and
priority to LOW.

* This is a PROFESSIONAL PREFERENCE.

Incident Creation Rule for Warnings Additional rule to maintzin incidents for Warnings and gi... All Metric Alert events that match the following conditions: + Create Incident
- ; ¢ Set Owner to SYSMAN;
« Severity &5 Warning s Set Priority to Low:
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When to Know to Change a Rule

* Notification does not provide value.

* Notification is triggered by a bug, isn’t critical or can’t be resolved by
the one notified.

* Always retain the email notification to ensure you are editing the
correct notification.

* Break down the rule to ensure that metrics grouped in one category
are not mistakenly set to not notify.
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Everything You Need....

Target type=Host I

Target name—host.orcl.com

Categories—Capacity |
Message=Disk Device sdd is 97.371% busy.
Severity=Critical
Event reported time=Feb 8, 2014 8:19:26 PM CST
Operating System=Linux
Platform=x86_64

Associated Incident |d=8193 I

Event Type=Metric Alert

Event name=DiskActivityiskActivitybusy
Metric Group=Disk Activity

Metric=Disk Device Busy (%)

Metric value=97.371

Key Value=sdd

Key Column 1=Disk Device

Rule Name=New Ruleset - Incident Management,Incident creation Rule for metric alerts.
Update Details:

Disk Devi id is 97 371% |

Incident created by rule (Name = New Ruleset - Incident Management, Incident creation Rule for metric alerts.; Owner = SYSMAN).
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Edit the Rule from the Rule Set..

Incident created bv rule (IName = INew Ruleset - Incident Management, Incident creation Eule for metric alerts_;

Categories=Capacity
Message=Dhisk Device sdd is 97.2371% busyv.

Severitv=Critical

Edit Rule - Incident creation Rule for metric alerts. : Select Events
This rule acts on events that mest the criteria you specify. Type must be specified.
Ssiact By
Typ= -
E Metric Alert X J "j)
@ All events of type Metric Alert
Specific events of type Mstric Alsrt

¥ Severty |In W Critical =l
| Category | In ¥ Availabilty :Capacity ]
| Target type i”| Avaiability
== . . Business
Target Lifecycle Stat
Associated with incid * <
' Configuration
Event name Diagnostics
| Associated incident a Error
| Total cocurrence oo Fault
R Jobs
Root-cause analbysis r 2
Load
Comment added Parformaance
Security
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Search the Target Type and Metric

plerts. @ Select Events o, .. specific Metric Alert [ ]
st be specified.

Metrics

e To select metrics and optional key walues,select a targst type first and click "S=arch”™.

o= add # Edit.. 3£ Ren

| Search
SLEITESELE * Targst Tywpe | Host ¥ | Mstric Name | disk% S=arch |
Mo meetrics selected
Select | Metric Group | Metric | objects | Becluded objects
all objects {(Disk Dewvice)
: o wersas O I wice Ti - -
L1 Disk Activity Average Disk IO Service Ti... Celect a +
all cbjects {Disk Dewvice)
. - . i £ § - A
Il Disk Activity Averags sk 100 Wait Tims. . Seloct a ﬁa‘
: e ; . w All objects (Disk Dewvice)
| Disk Activity Averagse Cutstanding Disk 1. Selert a #
) a: Al ocbjects [Disk Dewvice)
L1 Disk Activity Disk Block Writes {per seco. .. Celect a +
i o ) ) a: Al ocbjects [Disk Dewvice)
L1 Disk Activity Disk Blocks Transferred {(per... Celect a +
All chjects [(Disk Cewvice
nmsk Activibe Disk Drevice Busw %) = t } o =

Sewverity and Corrective Action Status

Seenrerity -]
Corrective sction stetus || Succsss for critical metric slert
1 Problem for critical metric alert
[ Success for warning metric alert |
[ Problem for warning metric alert Metric Group=Drislk Activity
P 1 - -~ fo
e — Metric=Disk Device Busy (%)

T
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Add the Device to Exclusion List

Search and select objects B2
Search
Target type=Host Disk Dievice | Yessd®l
Target name=host.orcl.com Host | %hastY
Categories=Capacity E
Message=Disk Dewvice sdd is 97.371% busy. Resul
_ |Disk Device |Host |
looph Wy
looped e}
dim-3 fanly) ]
loopd Ewaly ]
sddd Coin
sciboy Con
. ln:nl:ﬂ-n Pl o]
| Metric Group | Metric Targst Typs
Diisk A ctivity Disk Device Busy (%6} Host
2 Cancel
] CObjects o~ N\ Corrective Adction Status
|Tar-g-5‘t Tvp=s | SEverity Select=d I Ecclud=d \ O Critical O Warning
Haost Critical a1l objects \  ==d / Problem
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Tips on Event Building

* Create New Rules and Break Down Categories

* Inspect Each Notification the Impacts Effective Alerting.

* Recognize when a metric threshold vs. a rule set is the “culprit”.
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Edit Actions

* Choose if this should be done for all actions.

* Create Incident, automatically assign.

 Set a priority and even update information automatically in the incident.

~| Conditions for actions
¥ou can define the actions to apphy whensver the rule matches or apphy them conditicnalhy.

iy Ahwvays execute the actions
i) Onhy executs the actions if specified conditions match

~ Create Incident or Update Incident
If there i no incident associated with the event, you could creaste one and opticnalby, sat the indident owner and pricrity. If an incdent exists, you could update the incident.

[#| Create Incidant {If not associated with on=s) ] Update Incident

Assign to SYSMMAN ':k

Set pricrity to | Very High ¥ |

[= Create Ticket

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |
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Editing Actions, Cont.

| Notifications

As=sign recipients for notifications. Recipients for the "Ta" list can onhy b2 added or remowved in this section. Users who subscribe
commas. Recipients could b Enterprise Manager users,

Enter Enterprise Manager administrators, E-mail addresses or
7 Basic Motifications pradefined wvariables separated by cormmas.

E-mail To ] | ':L,

E-mail Cc  |[ENKITEC Q.
Pags ':L
. 3
' Repeat MNotifications

Both basic and advanced notifications can be sent repeatedhy. The repeat notifications will stop onby when the incident s acknowledged
roct cause anahysis stetus updsts on svents.,

| Send Repeat notifications
Global Motification Settings Disabled
& Use global notification settings Crrerride global notification settings
Fregusncy [ Minut=s) is
Macdirmum Repeat Motification kS

~| Clear events

For most events, Enterprise Manager detects when the
Manager to detect when the underhying issus is cleared

] Clear permansnthy
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Review Rule and Rule Sets

Incident Rules - All Enterprise Rules

A rule contains = set of automated actions to be taken on specific events, incidents or problems. For example, individual rules can respond to incoming or updated svents, incidents, or problems, and then take actions such as sending =-mails, creating incidents, updating incidents, and creating

tickets. ¥ou can enable or disable a rule using the adtions menu. Rules are evaluated and applied in the order specified. You can change the order using the Reorder Rule action. Any changes made to the rules are not saved until the "Save’ button s dicked.

Actions = Wiew - Craate... f Edit... x Remove

Mzme | Description | Applies To | Action Summary | Enzbled | Last Updated On Last Updated By | Type

Incident creation Rule for metric slerts. Rule to creste incidents for critical metric alert events. All Metric Alert svents that match the following conditions: s+ E-Mail Yes Dec & 2013 10:46:48 A,  SYSMAN Ewvents
« E-Mail Cc
« Severity is Cr_i‘ti:al s  Creats Incident
= Category In [Availability: Capacity) + Set Owner to SYSMAN;

+ Set Pricrity to Very High:
Auto-clear Rule for metric alerts older th... Rule to auto-clear metric alert 2vents clder than 7 days. all Metric Alert svents If event has been open for 7 days Yes Aug 20, 2013 £:08:05 P... SYSMAN Ewvents

+  Clzar the svent

Incident creation rule for compliance sco. . System-generated rule to create incidents for complianc... | All Compliance Standard Score Viclation events that match . « Creats Incident Yes Aug 22, 2013 3:56:07 P, SYSMAN Ewvents
» Severity is Critical
Auto dear Rule for job status change ter. . System-generated Rule to auto clear job status change =, Spedific Job Status Change events 1f event has been open for 7 days Yes Aug 22, 2013 3:58:01 P_.  SYSMAN Events

+  Clzar the svent

Out-of-box Incident creation rule for Se._.  Cut-of-box Rule to creats incidents for critical service le._. | All Service Level Agreement Alert events that match the foll .. « E-Mail Cc Yes Sep &, 2013 7:50:31 PM _. SYSMAN Ewents
P +  Creste Incident
= Severity & Critical St Owner to SYSMAN;

+ St Pricrity to High:
s Clzar the svent

Incident craation Rule for target unreach.. Rule to craste target availzbility incidents for agent and ... Specific Target Availabilty 2vents that match the following .. « E-Mazil ez Sep &, 2013 7:52:14 PM .. SYSMAN Ewants
_ . E-MailCc
» Targst type In (Host:Agent) « Creat= Incident

+ Set Owner to SYSMAN:
& Szt Priority to Very High:
«  Clzar the svent
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Incident Management

* Critical Notifications are now ONLY for Mission Critical and Production
Down

* The Incident Manager interface now can be utilized for review and
management.

Incident Manager: My open incidents and problems i*)
Views Q search Actions —  View ~ | &3 View search criteriz Acknowledge ¥ Clear...
Standard B Severity| Summary |T2{PrilStdLast Updsted |Cwiner
My open incidents and problems ,ri\, Metrics "Diatabase Time Spent Waiting (% )" i at 48.517 for event class "Concurrency™ e . |PEb 14, 2014 6252:.. SYSMAN
Unassigned incidents ,ri\, User SY5 logged on from dfwmwrdbl.containerstore.com, e . P2b 14, 2014 S248: . SYSMAN
o ,ri\, Agant is Unreachable (REASON = unzble to connect to hitp server at hitps:{/dfwdssdbl.containerstore.com: 1830/emdmain/, [peerncta.. .. .. .. Feb 14, 2014 5:52:.. SYSMAN
Unacknowledged incidents ﬂ- Agent is Unreachzble (REASON = unable to connect to hitp server at hitps://dfwdssdbl.contzsinerstore, comi: 1830/emd main/, [peernot ... ... ... ... Feb 14, 2014 5i52:.. SYSMAN
Escalated incidents A\ User 55 logged on from lsbistdb2,contzinerstore.com. i .. .. F=b14,20145:30: . SYSMAN
All apen incidents Iri\.I User 5Y5 logged on from labtstdb2.containerstore.com, e .. |Peb 14, 2014 B20%:.. SYSMAN
Unassigned problems @&, Matrics "Current Open Cursors Count” is at 1,201 e e . Fzbo14, 2014 4:79: . SYSMAN
&ll open problems ,ri'ﬁ, Usar SY5 logged on from labtstdb2.contsinerstora.com. e e . Peb 13, 2014 5215:. . SYSMAN
Events without incidants ,ri\, User Y5 logged on from labtstdb2.contsinerstore.com, f... .. .. Feb 13, 2014 S:d6:.. SYSMAN
,ri\, User SY5 logged on from labtstdb2.contzinerstora.com, e o PEb 13, 2014 1:31:. SYSMAN
Custom o Create ... [ Manage... &\ Snapshct Too Old Error detected: SQL ID Sux3k 556sBvillq, Snapshot SCN (x07d7.311e6142, Recent SCN (x07d7.3685c416, Undo Tablespa.. . . . Feb 13, 2014 10:2 . SYSMAN
Mo view availzble ,ri\, User Y5 logged on from labtstdb2.contsinerstore.com, e o |PEB 13, 2014 7204 SYSMAN
,r'i'ﬁ, Matrics "Current Open Cursors Count” is at 1,259 e o Peb 12, 2014 5:4%: . SYSMAN
Iri\.I User 5Y5 logged on from labtstdb2.containerstore.com. e e ... Peb 13, 2014 11:1.. SYSMAN
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An Incident

@ Agent is Unreachable (REASON = unable to connect to http server at https://

General Ewvents My Oracle Support Knowledge Updztes Relzted Events And Incidents
| Incident Details
ID 73428
Target com:1830 (Agent) @

Incident Created Feb 14, 2014 5:52:45 PM CST
Last Updated Feb 14, 2014 5:52:45 PM CST
Summary Agent is Unreachable (REASCN = unable to connect to hitp server at
https:/{/ com: 1830/emd/main/. [peer not authenticated]) but the host s
rezchzble,
Internal Event Status
Mams
Event Type Target Availability
Category  Availzhility

.com:1830/emd/main/. [peer not authenticated]) but the host is .

o Acknowledge (5 Add Comment ... @ Mansge...

Ohwner  SYSMAN
Acknowledged No

| Tracking

Escalsted No
Pricrity  Very High
Status Mew

Last Priority st to Vary High by rule [Name = Incident Management Rulesst, Incident crestion Rule for targst
Commeant unreschable.; Owner = SYSMAN).: on Feb 14, 2014 5:52:45 PM CST

(# This incident will be automatically cleared whan the underhying issus is resolved.

Mare | -

w| Guided Resolution
Diagnostics

View topology

View recent configuration changes

High Level Information regarding incident and links to details.
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Incident Events

Steps covered in incident and escalation.

@ Target is down; 1 members are down: com
General Events My Cracle Support Knowledge Updates Relsted Events And Incidents
Latest Events
View - Remowve from incident...
Root Cause Anabysis
Masszg SeveriTargst Targst T Reported at
= | mr* o e o Result Status
Columns Hidden 7
Event Sequence (i) for selected event: Target is down; 1 members are down: timed.containerstore.com
Usz the table below to ses all the severities of the event from the time it initialhy triggered.
|Message |severiReported at
Target is down; 1 members are down: JCom @ Feb 5, 2014 12:44:45 PM CST
The current ststus of the target is Down @ Feb5, 2014 12:25:52 PM CST
Agent Unreachable cleared, % Feb &, 2014 12:25:52 PM C5T
The current status of the tzrget is Agent Unreachzble M\ Feb 5, 2014 12:35:52 PM CST
Target &5 down; 1 members are down: =, COm a' Feb G, 2014 11:22:51 &M CST
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Incident Updates

 Steps through the updates to the incident.
* If any notifications have been sent, this is where you look!

Ganeral Events My Oracle Support Knowledge Updates Relsted Events And Incidents

View =

|Time |Type |User |Message

Feb 5, 2014 11:32:.. Rule update Pricrity sat to High by rule {Name = TCS Non-Pred Incident Management Rule Set, Incident creztion Rule for target down.; Owner = SYSMAN],
Feb 5, 2014 11:32:.. Rule update Crviner set to SYSMAN by rule (Name = TCS Non-Prod Incident Management Rule Set, Incident creation Rule for targst down,; Owner = SYSMAN),
Feb 5, 2014 11:32:.. Rule updats Incident crezted by rule {Name = TCS Non-Prod Incident Management Rule Set, Incident creation Rule for target down.; Owiner = SYSMAN),

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |
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Editing Thresholds for Incidents

* |f Metrics Involved, Edit from Incident:

General Events My Oracle Support Knowledge Updates Relzted Events And Incidents
v| Incident Details +| Tracking « Acknowledge (2 Add Comment ... @ Manzgs.. Marz |«
ID 73448 Escalzted Mo Creener SYSMAN
Metric Catzbass Time Spent Waiting {90} Priority Low Acknoviedged Mo
Metric G roup Waits I:"'r’ Wait Class Status Mew

Wait Class  Administrative
Targst mmsp [Datzbass Instance) (@
Incident Crested Feb 14, 2014 7:03:37 PM CST
Lzst Updated Feb 14, 2014 7:03:37 PM C5T
Summary Metrics "Database Time Spent Waiting (%) is at 58,472 for event clzss "Administrative”

Lzst Pricrity set to Low by rule {Mame = TCS Incident Management Rulesst, Incident Crestion Rule for Warnings:
Comment Cwner = SYSMAN).: on Feb 14, 2014 7:03:37 PM CST

(# This incident will be sutomatically cleared when the underhying issue is resolved.

Internzl Event wait_sess_clk:dbtime_waitcless_pct w| Guided Resolution
I'Ii,Er“'a . Diagnostics Actions
Event Type Metric Alert View topology Edit Threshalds

Cstegory Load Vigwi recent configuration changes
View Matric Help
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Set New Thresholds

Edit Advanced Settings: Database Time Spent Waiting (%)

Wait Class Administrative
Corrective Actions
Wammng <none> EI
Critical <none> .ﬁd_‘ﬂ
Allowr only one corrective action for this metric to run at any given time
Advanced Threshold Settings
Comparison Operator

e
el ==
Critical Threshold |
Number of Occurrences [

Collection Schedule Every 10 Minutes

Time before alert is triggered/cleared 30 Minutes
(& TIP Empty Thresholds will disable alerts for that metric.

Template Override
Prevent metric settings on this page from being changed when a monitoring template is applied to the targst
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Threshold Suggestions

Threshold Ssuggestion
This feasture will help vou to arrive at an ideal threshold valus using the historical data. Specifhy threshold walues
highflowvefaverage for the sslected time pericd.
Warning Threshold I Critical Threshold I Wiews Data | Last 7 days - -Ei-::nl
Threshold Suggestion
This fasture will help you to arrive at an idesl threshold walue using the historical data, Specify threshold values and pick 2 time pericd you want to choose as 2 reference. The chart will display how ofte2n you would have crossed t
high/lovifavarags for the sslected time pericd.
Warning Thrashold E.’r‘ Critical Threshold E Wiewr Data ._ Last 7 daws ¥ [ Go
Results
High Walus 100 Time in warning (%} 0
Lows Walus O Time in critical (%} 0O
Average Value 7.77 Mumber of warning events 0
Mumber of critical events O
101000
8B8.275
75750
£3.125
S0.500
IT.BTFS
25.250
(11 l L “ LI LLLod]
- 7 a8 = 10 11 12 1= 14
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Set the New Metric Thresholds

* Suggestions Have Verified- no Guessing.
* Upped Number of Occurrences to Eliminate False Alerts

* Choose if Monitoring Templates Can Override.

Advanced Threshold Settings

Comparison $perator =

Warning Thraeshold IEI}'
Critical Threshold E
MNumber of Cocurrences E

Collection Schediule Every 10 Minutses

Time before alert & triggeredfcleared 30 Minutses
(# TIP Empty Thresholds will disable alerts for that metric.

Template Override
#]  Prewvent metric settings on this page from being changed when a monitoring template s applied to the targst

ORACLE
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Groups and Admin Groups

* Groups ease management of targets, allowing assignment of tasks,
monitoring and other features through a single alias for multiple targets.

* Groups are still supported, but limited vs. what Administration groups offer
you. The one advantage is multiple group assignment of a single target.

* Administration groups set hierarchy and automate management by
assigning monitoring templates, compliance standards, and cloud policies.
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Groups- Simple
* Creating Groups are like Creating Roles...©
* Add targets to a group or more than one group at any time.

 Edit standard groups down the road.

* Groups can be used with rule sets to assign alerts to multi-level escalation
In actions.

ORACLE
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Administration Groups- Complex

VA {]

* Plan out first, including “Line of Business”, “Lifecycle Status” and what
types of databases exist in environment, (production, mission critical,
staging, development, QA, etc.)

* Once created, most design elements of the Administration group are not
open to edits.

* All hierarchy for each target is available in the “target properties”.

ORACLE
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Setting up Admin Groups
* Click on Targets, Groups OR Setup, Add Target, Administration Groups

* Create, Choose Administration Group
E_ - EEETTNE PESEEP b= - | 4R SvSMAN . | Log

1 Group I I Configure Auto Discoweary fdd Target b
1 Dynamic Group I Auto Discovery Results Exctensibility b
e fdd Targets Manuslhy | Prosoy Settings
O — Group.. SeCurity ,
Cyrnamic Group.. i Incidents b
. Sdministration Groups... Motificeticns " {
Have your design ready... | cenencsystem.. || brovisoning and Paiching .
d Redundsnoy System... 1 My Crracle Support b
W GZeneric Service... I A pplicaticon Performance Managemsant
Manage Cloud Control U
Command Line Interface
Mznagemsent Packs ¥ I
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Creation a Hierarchy
e Start with Lifecycle Status
* Decide which to keep, edit, add, remove or merge.

eve-Erp

Feuelupment k

1 —

|
Hierarchy Modes: Lifecycle R . -
Status _____—"| | Property Value for Membership Criteria /~ ]Eht Value
o Add 7 Edit... » Developmeant D

Property Value for - Mission Critical C
Membership Criteris s s od . od
Developrmeant Ciawe Production Pr
Missicn Critical MO Staging or Test 5T
Production Frod
St=ging Stag

Test Test

e
Mission Critical ‘ |Production b IJSEging
Hierarchy Nodes: Lifecycle Status

Hierarchy Lewels P review
+ add -~ 3 Remove
Targst Property | All Administration Gr
Lifecycle Status dminGrpl
4 L
T
i ] )
Test
u] Test-Grp

T Merge §i Spit

o Add 7 Edit... 3£ Remove
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Create Your Line of Business

* Click on “Add” in Hierarchy Levels, (again)

Hierarchy Lewvels
Gﬂl fdd - u Rermowe

Target Property

Lifecycle Status
Line of Business

* Choose Line of Business, click on Add, separate by a comma all lines of
business desired.

Values for Hierarchy Nodes

Select or add Waluses to define Modes within a Hierarchy Lewval

additional Values Finance,HR,Marketing.1T]

ORACLE
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Simple Hierarchy is now built

* Development Hierarchy, (same for each Lifecycle status)

r,_

JDE'u'EIn::-pment

" r A )

Finance HR Marketing IT
Deve-Fina -Erp Deve-HR-Grp eve-Mark-Grp Deve-IT-Grp
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Create Hierarchy

* Click on Create, warning will appear-

I
i Confirmation

=t

Are you sure you are ready to create the administration
group hierarchy now?

Make sure you have thought through your administration
group hiezrarchy and all levels have been defined with the
appropriate target property. Once the administration groups are
created, it will not be possible to change the level of a property,
add a new level, or remowve a level without deleting all the
administration groups and recreating the whole hisrarchy. Note
that wou will still b2 able to add and remowve values for properties
2asihy,

Continue Cancel
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Monitoring Template (1) Compliance Standard (0} Cloud Policies (D)

* Monitoring Templates, (covered earlier), can be created as part of
this step.

* Compliance and Cloud standards must be created in the appropriate
framework in EM12c before being added to the Administration
Group.
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Create and Choose Existing

Administration Groups and Template Collections

Add Monitoring Template to Template Collection Prod Monitoring Collection B2
Create Template Collection Mame [ Display Cut of Box
= Name | Pred Monitoring Collection Target Typ=s | Al ¥ QSEE'”:"
Description | Template Collection for Prod | Mame |Target Type | Description
y: Prod_DE_CLSTR_Tmiplt Cluster Database Monitoring Template for Cluster

Host_Mon_Tmplh Host Monitoring Templates for Standard Host Targst
Non_Prod_DB_Tmph Distsbase Instance 'pr;.{:-:-,d;laitfn Ciatabase Single Instance Monitoring

Monitoring Template {0) Compliance Standard {0} Cloud Policies (i Prod_DE_Inst Trmph Diatabase Instance _P'I_L{I:-bnd;la{:ttfn Dstabase Single Instance Monitoring

Wiews = + &dd ./'; Remowe ',E,wq', Go To Monitoring Template Home
|Tar-get Type |

| Mame
No Monitoring Templste included

# Any User-Defined Metric in the template will be excluded from template sync operations. Explsin the resson.

Select Cancel

R c L]
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Create the Template Collections

* Add all monitoring templates required of any life cycle.

Oroerview Hizrarchy Template Collections fssociations

E‘ Creste G View ‘_,f Edit 2 Privileges 22 Delete

Template Collections are sets of Monitoring Template, Compliance Standard andfor Cloud Policies thai

| Mame | Associstions | Onwwner |
3= MNon-Prod Monitoring 0 SYSMAM
== Prod Admin Collecction 0 SYSMMAN
= RaAC Monitoring Collection 0 SYSMAM

* Note- No associations exist yet!

ORACLE
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Run Unassociated Target Report

* Run Report to see what targets aren’t associated with Admin Groups.

Administration Groups and Template Collections

Orwrerwiew Hizrarchy Templste Collections Associations

_ =+ Associate Template Collection 3% Disassociate Template Collection
Unassigned Targets Report

MNon Privilege
Targset Type Propagsating Lifecycle Status Line of Business
Aggregats

Agent
Oracle Home
EM Servics [
Beacon
T2im Diztzbass Instancs
Ciztzbass Instancs
Ciztzbass Instancs
Cistzbass Instance
Ciztzbass Inst=ncs
L LABI - o Listanar
Automatic Storage Management
Oracle Home
COracle Home
Oracle Home
Catsbass Instancs
Ciatzbass Instancs
Orraclke Home
Host
sqene service CONSOLE OMS Conscle
rtore, Cistzbass Instance
Ciztzbass Instzncs
L oo Listanar
=L COracle Home
Oracle Home
Service Oracle Mansgemsnt Service

=

ORACLE
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Editing a Target

* Fill in all Pertinent Information

fdministration Sroups and Dynamic Sroups are crested using membership criteria specified using glkobsal target properties and valuses. & targst joins
Crynamic Sroups’ criteria, subject to limitations.

Following is the list of propearty values used in the definition of Administration Groups Hiararchy.
Lifecycle Status : Dewvelopment, Mission Critical, Production, Staging, Test
Line of Business : Finance, HR, IT, Marksting

Manms | Walus

Comment W
Contact DEA

Cost Center |

Customer Support Identifizr

Cepartment T

Lifecycle Status | Mission Critical ¥ |
Line of Business I]T

Locastion ISan Antonio, TX
irperating Syestem Lirnuz

Platform xEE &4

Targst Wersion 12,1020

ORACLE
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Post Association

e Associate Template Collection
e Continue with all Targets Till
Complete.

Ir
|Administration Group Details

Mame: MC-IT-Grp
Members Count: 1

ORACLE
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Dynamic Groups

* High Level Review

¢ A dynamic group allows administrators to create a group of targets by specifying ts membership
criteriz instead of adding targets directhy into the group. Membership criteria are based on target
properties such as Lifecycle Status, Line of Business, Target Type, etc, When multiple criteria ars
defined for a dynamic group, a target must match all criteria before #t is automatically added to the
dynamic group. An example of dynamic group criteria can be ({Target Type = Database or Listener)

AND (Lifecycle Status = Production).

ORACLE
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Define the Membership Criteria

Define Il'u'lemberslhip Criteria

Specify Membership Criteria Using Target Properties

Targst Types lﬁgent.H{:Et.Listener... Overview

n Host I ==l ! * Choose the targst B

group
Lifecycle Status i""" ny

* A target's properties

Line of Business iF-nv group before it s a1

* Target properties th
Locstion  |Any SN
membership criteria

PP PP PSP

Contsct  Jamy

Add/Remowve Target Properties

Member Preview

Use the Update Member Preview button to review the list of targets that currenthy match the dynamic group criteria,

Update Mamber Praview

revious [ 1-25of 80 ¥ | Next 29

Target Name & Applicable Targset Types Host Status
JEMGC_GCDwomainfinstancelfchsl Oracle HTTP Server 2 o %
10gRISE homel 3 Crracle Home IE = niz
agentl2cl 13 Crracle Home SO nia
agentizcl 3 . = Oracle Homs om nfa
agentl2cl 4 . COracle Homs i nfa
agentlicl 4 Crracle Home F com niz
agentllcl 4 COracle Homes com nis

ORACLE
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Reviewing the Build

* The Membership can now easily build out from the criteria entered.
 Saves from having to build Admin Groups.

Define Membership Criteria

Specify the target properties that determine the group membership,. All targets that match all criteria (kegical AND) will automstically be added to the group
D=fine Membership Cri'terial

Targst
Property | Property Valus(s)
Targst &gent, Host, Listener, OMS and Repository, Oracle Detabase Exadsts Storage Sarver System, Oracle Exadsts Detabase Machine, Oracle Exadats Storage Server,
T‘-..-'DE Ciracke Homa iracls HTTE Sarvar. Cirscla Hinh & wzilzhilihe Sarvica. OiMS Conenls Oiracls NDetsbhecs Sarvies
dfwidssd|
O Host | dbeeposd
dfwirernms

Time Zone

The tine zone you sslect here s used for scheduling operaticns such as jobs and bleckouts on this group. The groups statistics charts will also uss this time zons,

Time Zone (UTC-05:00) US Ceantral Time {(CST) b

ORACLE
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Charts
» Use Default Charts to Begin

Create Dynamic Group
Gensral Charts Columns  Dashboard  Access
1# add default charts
Inciude Oracle suggested chisrts.
Specify the charts that will be shown in the Group Charts page. By default, the commeonhy used charts for the target types contained in this Group are added.
@ Remn'.lel | F‘.ddl Recrder Previous | 1-25cf 34 ¥ | Nexdt 9
Szlzct | Metric Name Chart Description
- Host: Total Processes E Pazk Targsts
Host: Total Disk Spece WHilized (across all local filesystems in MB) T pezk Targsts
Host: Logical Free Mamory (%) E Pazk Targets
Host: Memory Utilization (9} t Peszk Targsts
Host: Run Queus Length {5 minute average,per core) L Pzzk Targsts
Database Instance: Host CPU Wtilization (%%} E Pazk Targsets
Catzbase Instance: Adctive Sessions Waiting: 1/O t Peszk Targsts
Datzbase Instance: Active Sessions Using CPU t P=zk Targsts
Datzbase Instance: Wait Time [9%) E Pazk Targsets
Cetzbase Instance: Aversge Active Sessions t peszk Targsts
Listener: Connections Refused {per min} t P=zk Targsts
Listen=sr: Connections Established {per min} t Peszk Targsts
Listensr: Responss Time [msac) t peszk Targsts

ORACLE
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Keep it Simple

e Use Default for Charts, Columns, Dashboard

Search and Select Administrator or Role

Cancel| Select| |

Search General Charts | Columns = Dashboard = Access

Search |

Type | Administrators or ROl 6, 0o syzman

=
Results

 TIP COwmner has Full privilege @]  S=l=ct all | Celert None

Select | Mame & |Tﬁ,.fpe

REH'H:I'.'E| | Add |

PUBLIC Role

Select All | Select None —

Selact | Mame |Tvpe | Description |

PUELIC rcle is granted to all administrators. This role can be customized at site
level to group privileges that ne=d to be granted to all administrators

FUBLIC Rol=

C‘-an-::ell E-EI-E-::I:l

ORACLE
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Group Review

* Dynamic Easier, Fluid

* Administration- more complex, but open to more errors.

Groups
Groups allowr users to monitor and manasge many targets as one,. Group membership s defined sither by explicithy 2dding targets as members or, in the case of Oyn
automatically added to the appropriste Dynamic Group or Administration Group. Administration Groups are a special type of group meant to automaticalby deploy o
| Search
Manm=
S=arch | advanced Ssarch Sawve Ssarch Criteriz
Wiewr - Creste - W' Create Like _'__/7' Edit “ Flemonre Wiews Members Customize Pagse i Associate Template Collecticn =
MNarme il Group Template Collection |Members
Typ=
b= AdminGrpl @. n'= Group 20}, Agent{l)}
A&5SM - Productior % n'= Automstic Storage Managemeant{ &)
Man-Production % n'za Cstzbase Instance{21), Oracle Home(17), Detabese Systemi15), Listener{&), Host{4), ... Mors
= Production % n'z Cracle Homea{43), Databasss Instance( 21}, Listensr{ 20}, Dstzbsse Systermd 18]}, Host{15), ... More
Production Groug % n'z Craclke Homea{53), Database Instance{22), Listener(20), Host{17), Agent{17), ... Mora

I a" CI_E Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |




Summary-How This Works Together

* Automate-
— Monitoring Templates
— Rule Sets
— Dynamic Groups if you are not using Advanced Features
— Administration Groups if you want automation, auto-discovery/monitoring

* Efficiency
— Remove notifications that create “white noise”.
— Update metric thresholds.
— Silence metrics that offer no value.

ORACLE
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Program Agenda with Highlight

I Just Plain Cool

ORACLE
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Just Plain Cool

AWR Warehouse

The Future

ORACLE
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AWR Warehouse

Administors Use Historical AWR Snapshot Data in Several .
Database Diagnostics Features e Central warehouse configured for long
% Performance Home % Compare Period ADDM term AWR data retention
3 ASH Analytics Compare Period Report . . .
& AWR Report B Conpa Bt e Historical and ongoing AWR snapshots
o * No impact on source databases collected from databases enabled for
AWR warehouse
@d = '
Fongpud _ [‘j Central AWR Repository e ETL jobs moves snapshots from source
Database 1 Load AWR i
vsis B Daas oot databases into AWR warehouse
@ L pe— g Dakabase 2 Snepshots * Retention period configurable for
Source B3l Detabass Noranshets weeks, months, years or forever
Database 2 ( default)
g =
Source
Database 3

I_ Copyright © 2014 Oracle and/or its affiliates. All rights reserved. | Oracle Confidential — Internal/Restricted/Highly Restricted 96




AWR ETL Jobs

Source Target

\

i

DBMS Job on Source Database
to directory

ORACLE

BN

All data identified by DBID and with the EM,
the Target_GUID

Enterprise Manager
.
S

AWR Warehouse

Job in EM Job Service that
pulls file from Source
Target and then pushes to
AWR Warehouse Target
Directory

Final DBMS Job Inserts data
into AWR Warehouse

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. | Oracle Confidential — Internal/Restricted/Highly Restricted
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Warehouse Interface

Open Incidents
G View Incidents & View Errors:

Without Recent Uploads

Databases Contributing AWR Snapshots

10
Actions w | o Add 3¢ Remove | @= Privileges... | |} AWR Viewer

Recent AWR Snapshot Uploads into Central AWR

63TB 713 DBs -
of AWR Snapshots Uploaded Contribute Snapshots to
Central AWR Central AWR 200
(M)
2 1 DB 109

i@l Awr Report [§] ASH Anahtics |22 Compare Period w [ Parformance Home [

* Warehouse dashboard tracking ETL jobs

* All AWR features available on long term AWR
data

* Performance page
AWR report
ASH analytics

Target Name Target Type DB Mame  Incidents Errors
3 databasen? Database Instance  db07 o o
B database12 Database Instance  dbl2 o o
B dstabasels Datsbase Instance  dbl2 1 3
B databasel? Database Instance  dbi? 1] o
B database1s Database Instance  dbl9 o o
[ databasezi Datasbase Instance  db21 o 1}
B datsbasess Cluster Database db2s o 0
B datsbase2s Database Instance  db26 o ]
B databasers Cluster Database  db29 o o

%%%%%%%%%ES

Oldest

Jan 1, 1998 9:00 AM
Jan 1, 1995 9:00 AM
Jan 1, 1995 9:00 AM
Jan 1, 1997 9:00 AM
Jan 1, 1995 9:00 AM
Jan 1, 1993 9:00 AM
Jan 1, 1998 9:00 AM
Jan 1, 1995 9:00 AM
Jan 1, 2001 9:00 AM

Snapshots
ewest
Jun 11, 2003 8:00 PM
Jun 12, 2003 3:00 AM
Jun 11, 2003 5:.00PM
Jun 11, 2003 &:00 PM
Jun 12, 2003 2:00 AM
Jun 10, 2003 2;00 PM
Jun 12, 2003 5:00 PM
Jun 12, 2003 4:00PM
Jun 11, 2003 700 PM

Days
1988
3094
3083
2353
084
1987
1989
3084

893

Count

E— 3241 -
E— 4950 B
N, 4798
3714
I, 4502
N 457

Compare Period ADDM

NN, 3905
R, 4187
. n%

ORACLE

Compare Period Report
 Integrated seamlessly into EM Ul

e Zero runtime overhead on source Production
databases
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What Can | do with the AWR Warehouse?

June 10, 2013

400000

350000

300000

250000

200000

June 10, 2014

150000 600000

100000
500000

50000
400000

0

Y] Y] ) © V) %) Q Q N} N} Q Q N} Q
SRR I CAC O R S R . N AR N
NN N N N N N AR - M- M SHES 300000

B |_reads_s Mread_iops_max Mread_iops_direct Mread_iops_direct_max 200000

100000

0

O 0 DO DO D DD DO O 0
R MR I S S I S ¥
wgfﬁmmw”w”'ﬂ’@’m"’@f"ﬁ’ﬁf’f’waQ

B _reads_s Mread_iops_max Mread_iops_direct Mread_iops_direct_max
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The Future
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Connect with me via Social Media:

Twitter
http://twitter.com/dbakevlar

-
-

Linked In
http://linkedin.com/in/kellynpotvin

My blog
http://dbakevlar.com

About Me
http://about.me/dbakevlar

Email
dbakevlar@gmail.com

w
&)
e
™
| oracLe
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