
parallel

Oracle Database 12c Backup and Recovery

Maja Veselica, Security Consultant, Parallel

Zoran Pavlović, Oracle Technical Architect, Parallel



parallel

Contact

Maja Veselica, Security Consultant

maja.veselica@gmail.com

Twitter: orapassion

Zoran Pavlović, Oracle Technical Architect 

z.m.pavlovic@gmail.com

Twitter: ChallengeZoran

Our Websites

www.orapassion.com – blog

www.challengezoran.com - forum

www.parallel.rs - Company



parallel

 Introduction

 New Features & Enhancements 

 Demonstrations ~ 30 min

Agenda
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Concepts

 Whole database backup – all data files + control file

 Partial database backup – 0-n data files, 0-n 

tablespaces, may include control file
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 Full backup – copy of each data block that contains 

data (within files being backed up)

 Incremental backup

 Level 0 

 Level 1

 Cumulative

 Differential

 Cold backups

 Hot backups

Concepts
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 Backup sets 

 Oracle proprietary format

 Empty data block are not stored

 Can be compressed, encrypted

 Image copies  

 Backed up to disk

Concepts 
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 Recover types:

 Complete 

 Incomplete (point-in-time recovery)

Concepts 
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 In most production environments database is in 

ARCHIVELOG mode

 In NOARCHIVELOG database 

 is not open when you perform backup, 

 you must restore all database files before 

executing a recovery 

 recovery is limited to the time of last backup*

(NO)ARCHIVELOG
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How to enable ARCHIVELOG mode 

SQL> SHUTDOWN IMMEDIATE;

SQL> STARTUP MOUNT;

SQL> ALTER DATABASE ARCHIVELOG;

SQL> ALTER DATABASE OPEN;
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New Features & 
Enchancements
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 ARCHIVELOG can be set only at CDB level 

Multitenant environment

RMAN> BACKUP TABLESPACE pdb1:tbs1;

RMAN> RESTORE DATABASE;

RMAN> BACKUP PLUGGABLE DATABASE pdb1,pdb2;

RMAN> RECOVER DATABASE;
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 Data file can be very large ( up to 128 TB) 

 Multisection backups of a data file:

 Specify size

 Backup sets

 Full backups

 In DB 12c: 

 Image copies

 Incremental backups

Multisection backups



parallel

 Compatible=12.0 

Multisection backups

RMAN> BACKUP INCREMENTAL LEVEL 1 SECTION SIZE 25M 

DATAFILE 7;

RMAN> BACKUP AS COPY SECTION SIZE 25M DATAFILE 7;

RMAN> CONFIGURE DEVICE TYPE DISK PARALLELISM 2;
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 NOOPEN Option 

 Backup sets (default) 

 Choose:

 Encryption

 Compression

 Size

 DUPLICATE command works in multitenant 

environment

Active Database Duplication 
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 In Oracle Database 12c NOOPEN option allows you to 

finish the duplication process with database in 

mounted, but not open, state.

NOOPEN option 
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 SYSBACKUP

 SQL in RMAN: 

 SQL prefix and quotes are NOT required

 Transport data across platforms by using backup sets

 Create cross-platform inconsistent tablespace backups 

by using backup sets or image copies  

More 12c New Features 
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Encrypted backups
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Schedule backup
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Tablespace customized backup
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Choosing tablespace
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Choosing encryption mode
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RMAN script

 Password in RMAN script is NOT stored in plain text
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Good job 
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Verify Unified Auditing is enabled

SQL> SELECT PARAMETER, VALUE 

2  from v$option

3  where PARAMETER = ‘Unified Auditing’;

PARAMETER VALUE

--------- --------

Unified Auditing TRUE
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Standard Edition - Verify Unified 

Auditing is enabled

SQL> SELECT PARAMETER, VALUE 

2  from v$option

3  where PARAMETER = ‘Unified Auditing’;

PARAMETER VALUE

--------- --------

Unified Auditing FALSE

 Bug 17466854 – Cannot set Unified Auditing in Standard 

Edition (MOS)

Fixed in Product Version 12.2
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Audit RMAN operations

 RMAN events are automatically audited (you don’t 

create audit policy)
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Audit RMAN operations

SQL> SELECT DBUSERNAME, RMAN_OPERATION

2 FROM UNIFIED_AUDIT_TRAIL

3 WHERE RMAN_OPERATION IS NOT NULL;

DBUSERNAME RMAN_OPERATION

------------------------------ --------------------

SYSBACKUP Backup
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Demos
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Thank you!


